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Cisco AVVID Network
Infrastructure

Wireless LAN Solution
Cisco AVVID—Enabling E-Business

Cisco AVVID (Architecture for Voice, Video and

Integrated Data) is the intelligent network

infrastructure for today's Internet business

solutions. As the industry's only enterprise-wide,

standards-based network architecture, Cisco

AVVID provides the roadmap for combining your

business and technology strategies into one

cohesive model.

Cisco AVVID Network
Infrastructure

Businesses operating large enterprise networks

increasingly seek an enterprise-wide

infrastructure to serve as a solid foundation for

emerging technologies such as IP telephony,

content delivery, and IP storage.  Cisco AVVID

Network Infrastructure provides a documented

roadmap for planning, building, and expanding

enterprise networks with consideration for

quality of service (QoS), high availability, and

security. Cisco AVVID Network Infrastructure

extends beyond a single box approach, focusing

on good design principles, interoperability

between different network components, and the

use of features and protocols needed to build a

converged voice, video, and data network.

Through solution network reference design guides

(SRND), which provide best practice designs and

implementation, Cisco AVVID Network

Infrastructure enables enterprises to design

networks that facilitate rapid and seamless

deployment of emerging technologies to meet

current and future business demands, and

accelerate deployment cycles across the

enterprise.

Cisco AVVID Wireless LAN

The Cisco AVVID Wireless LAN (WLAN)

Solution is a fundamental element of the Cisco

AVVID Network Infrastructure. Instead of more

traditional media such as copper or fibre, this

solution uses radio frequency(RF) signals through

a Cisco wireless device to connect businesses and

individuals to the Internet or a private intranet.

With a WLAN, the covered area is analogous to a

standard local area network. This might be a

building or a campus environment, or even a

small office or home environment. In large

applications, by deploying a series of access points

throughout a building or campus, you can achieve

full coverage, providing the benefits of high-speed

data rates, the freedom of mobility, and the ability

to access broadband data anywhere within the

local area network.

Designed for Scalability
Customers can choose from three wireless LAN
designs:

• Enterprise-wide, multisite

• Small, standalone office

• Telecommuter
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Solutions Benefits

Cisco AVVID WLAN solutions offer strategic benefits to

the enterprise, including:

• Mobility within a building or campus-Facilitates

implementation of applications that require an

always-on network and that tend to involve

movement within a campus environment.

• Convenience— Simplifies networking of large, open

work areas.

• Flexibility—Allows work to be done at the most

appropriate or convenient place rather than where a

cable drop terminates.

• Easy setup of temporary spaces—Promotes quick

network setup of meeting rooms or brainstorming

areas that can adapt to variations in the number of

participants.

• Lower cabling costs—Reduces the requirement for

contingency cable plan installation because the

WLAN can be employed to fill the gaps.

• Easy adds, moves, changes, lower support and

maintenance costs—Temporary networks become

much easier to set up, easing migration issues and

costly last-minute fixes.

• Improved efficiency—Studies show that WLAN users

stay connected to the network 1.75 hours longer per

day compared with hard-wired users.

• Productivity gains—Promotes easier access to network

connectivity, resulting in better utilization of business

productivity tools.

• Simplified collaboration—Facilitates access to

collaboration tools from any location, such as meeting

rooms; files can be shared on the spot and requests for

information handled immediately.

Technology Overview

At its most basic level, a Cisco AVVID WLAN Solution

consists of a Cisco Aironet® access point and a client

device with a wireless radio. WLAN implementations can

grow to feature multiple access points, centralized access

control, and sophisticated encryption schemes. A WLAN

can span multiple floors and connect multiple buildings in

a large campus setting-or can feature a single access point

and a single radio connecting a single user to a corporate

network over a virtual private network (VPN). Cisco

AVVID WLAN Solution deployments can be tailored to

specific situations based on scope of coverage and security

requirements.

Secure Wireless Connectivity

Cisco wireless security services closely parallel security

available in a wired LAN, fulfilling the need for a

consistent, reliable, and secure mobile networking

solution.

With the Cisco Wireless LAN Security Solution in place,

an organization can:

– Minimize the security threats of lost or stolen

hardware, rogue access points, and hacker attacks

– Use user-specific, session-based wired equivalency

privacy (WEP)keys created dynamically at user

logon, not static WEP keys stored on client devices

and access points

– Manage the security for all wireless users from a

central point of control

Cisco support for the Extensible Authentication Protocol

(EAP) and IEEE 802.1x delivers a centrally managed,

standards-based, and open wireless network security

scheme that addresses the limitations of earlier IEEE

802.11 WEP implementations. In addition, the EAP

framework is extensible to wired networks, enabling an

enterprise to use a single security architecture for every

access method.

Cisco supports the forthcoming standard today, offering

a complete, end-to-end security solution that is fully

compliant with IEEE 802.1x. The solution is available

when a site uses Cisco Aironet wireless client adapters and

access points and the Cisco Secure Access Control Server.

Service and Support

Technology and equipment are only one component of an

end-to-end Cisco AVVID WLAN solution based on tested

and verified designs and materials. These end-to-end

services enable businesses to configure and optimize each

Cisco AVVID solution to deliver a fully interoperable

solution. Delivered directly or through an ecosystem of
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specialized channel partners, Cisco provides strategic and

consultative support for planning, design,

implementation, operation, and optimization.

Choosing an end-to-end Cisco AVVID Wireless LAN

solution ensures that you receive best practices design

capabilities, proven materials, faster deployment, and

complete system interoperability.

Get Started

To find out more about verified Cisco AVVID Wireless

LAN solutions, please contact your Cisco Channel

Account Manager or your Cisco Wireless LAN

Specialized Partner or visit http://www.cisco.com/discuss/

wireless to download the Wireless LAN SRND (CCO

Login required).
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